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Executive Summary
For a small business, the first call-recording question is not whether a feature can be switched on. It is what
decision or record requires audio, whether a lower-data record would do the job, and who will own the
resulting consent and data lifecycle. Federal law generally permits interception when the recorder is a party or
one party has given prior consent, but it withholds that exception when interception serves a criminal or
tortious purpose (uscode.house.gov) (uscode.house.gov). That baseline is not a national safe harbor. States
may be stricter, requirements can differ within a state, and “two-party” is imprecise when every participant must
consent (rcfp.org) (rcfp.org).

The practical answer is a workflow, not a map. Counsel should review the exact notice wording and timing,
how an employee handles refusal, incoming and outgoing calls, transfers and late joiners, employee
monitoring, AI transcription, and interstate calls. Authorities report different approaches to which jurisdiction
governs interstate recording, including the location of the device and the person recorded (rcfp.org) (rcfp.org).
A recorded announcement, audible tone, or agent statement can support a designed process, but no single
script or checkbox is sufficient everywhere.

Recording also turns ordinary calls into retained data. The Federal Trade Commission advises keeping
sensitive information only as long as necessary, documenting retention, limiting access, encrypting sensitive
data at rest and in transit, and securely destroying it when no longer needed (ftc.gov) (ftc.gov) (ftc.gov).
Payment calls require special attention because Payment Card Industry guidance says every effort must
prevent sensitive authentication data from entering recordings (pcisecuritystandards.org).

The purchase decision follows from that burden. A buyer that truly needs recording should evaluate pause and
resume, announcement controls, refusal routing, role-based access, encryption evidence, export, deletion,
configurable retention, audit logs, subprocessors, and data location. A business that only needs routing, staff
notes, a CRM disposition, a caller-submitted form, or voicemail may avoid live recording. autoattendant.io
says: "$29 a month, flat, for the whole company." (autoattendant.io). A buyer needing continuous recording,
queues, dashboards, or formal compliance retention should select a full Voice over Internet Protocol or
contact-centre platform and budget for governance, not just licensing.
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Introduction and Background
Automatic recording and AI-generated transcripts can make calls searchable, improve coaching, preserve
customer instructions, and document approvals. They can also capture payment credentials, health details,
employee performance, family information, and casual remarks that the business never needed to retain. The
buyer therefore acquires both a feature and a new data system.

This report is educational purchase due diligence for United States small businesses, not legal advice. It
separates three questions that vendor feature grids often merge: is recording necessary, what consent
process applies to this actual call, and can the business govern the resulting data? The answer depends
on the participants, locations, medium, privacy expectations, purpose, industry, and product configuration.
Federal law defines interception broadly as acquiring communication contents through a device, and
“contents” includes information about substance, purport, or meaning (uscode.house.gov) (uscode.house.gov).
AI transcription should therefore not be treated as a legally or operationally weightless alternative to audio.

The directory below links every state and the District of Columbia to a statute or authoritative state source
checked on September 22, 2026. It deliberately does not assign binary colors. Some laws distinguish
telephone from in-person conversation, secret recording from announced recording, or a participant from a
third party. Some turn on a reasonable expectation of privacy or contain business, safety, or other exceptions.
A state row is a starting source for qualified counsel, not a conclusion about a particular workflow.

Key Changes

Change 1: Start with necessity, not technical availability

A useful requirement names the business decision that audio supports. “Quality” is not specific enough.
(Hypothetical Example) “Resolve disputed installation instructions for 30 days” is testable. “Coach two new
dispatchers using five reviewed calls per week” is also testable. Once the purpose is specific, the owner can
compare less intrusive records.

Table 1 tests illustrative, hypothetical use cases against lower-data alternatives before consent design begins.

Use case Expected benefit Lower-data alternative Is live recording necessary? Review
owner

Customer instructions Preserve exact
requirements

Agent reads back a structured CRM
note and customer confirms

Usually no, unless exact audio
has a defined evidentiary
purpose

Operatio
ns owner

Appointment or
dispatch outcome

Confirm date, site,
and status

CRM disposition with timestamp and
named agent

No in most workflows Service
manager

Training Review tone and
process
adherence

Supervisor observation, role play, or
short consented sample

Sometimes, with a sampling
and deletion rule

Training
lead

Contract or
authorization

Capture assent Signed form, authenticated portal, or
confirmation email

Usually no; counsel should
choose the record form

Legal
owner
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Use case Expected benefit Lower-data alternative Is live recording necessary? Review
owner

Missed calls Recover caller
request

Voicemail and transcript chosen by
the caller

Live recording is unnecessary Operatio
ns owner

Payment Support
transaction

Hosted payment link or keypad
collection that excludes the agent and
recorder

Recording is normally the
wrong control

Finance
owner

The table forces a data-minimization decision. If a structured note answers the business question, recording
every caller creates consent, storage, access, search, export, and deletion work without a proportionate
benefit. FTC guidance frames the same discipline as tracing how personal information moves into, through,
and out of the business before selecting safeguards (ftc.gov).

Change 2: Replace “one-party versus two-party” with a call model

The popular labels hide important scope questions. “All-party” is more accurate than “two-party” when a
conference has three or more people. Some statutes apply differently to telephone and in-person
conversations. Some focus on confidential or private communications, and some provide special business
exceptions. California, for example, addresses confidential communications and excludes circumstances in
which parties may reasonably expect recording or overhearing (leginfo.legislature.ca.gov). Oregon
distinguishes telecommunications from in-person conversations, while Pennsylvania has a business-specific
exception with purpose and retention conditions (oregonlegislature.gov) (legis.state.pa.us).

A call model should record:

Participants: caller, employee, supervisor, interpreter, AI assistant, and any late joiner.
Locations: known state for each participant, plus how unknown locations are handled.
Channel: telephone, video meeting, voicemail, in-person conversation, or screen recording.
Recorder: employee device, business phone platform, meeting platform, or external service.
Purpose: support, training, authorization, dispute handling, or another named use.
Data created: audio, transcript, summary, sentiment score, metadata, and exports.
Privacy context: whether the communication is confidential, private, or reasonably expected to be
recorded.

Change 3: Treat interstate calling as a choice-of-law problem

An employee in one state may speak with a customer in another while the platform stores data elsewhere. The
federal baseline does not decide which stricter state rule governs that workflow. The Reporters Committee for
Freedom of the Press says some decisions focus on the recording device and others on the recorded person’s
location (rcfp.org) (rcfp.org). Justia likewise reports different conclusions about applicable law (justia.com).

The conservative operational response is not a universal legal conclusion. It is to identify locations when
feasible, design for the strictest reasonably applicable rule, provide a refusal path, and have counsel approve
both the logic and script. That review should cover transfers and conference additions because a person
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joining after an initial prompt may not hear it. Zoom’s own documentation flags this late-joiner issue
(support.zoom.com).

Implementation Considerations and Process Changes

Consent workflow for counsel to review

There is no universal script in this report. A defensible process instead answers the following implementation
questions in writing:

Wording: Does notice identify audio recording, transcription, AI summarization, intended uses, and
material sharing?
Timing: Is notice completed before recording or transcription starts?
Affirmative action: Must the caller speak, press a key, or continue after an announcement, and has
counsel approved that mechanism?
Refusal: Can the caller reach a non-recorded line, use a form, leave an unrecorded message, or end
the interaction without penalty?
Direction: Are incoming, outgoing, transferred, and conference calls covered?
Late joiners: Does the system replay or otherwise provide notice when a new participant arrives?
Employees: Do hiring materials, policy acknowledgments, and local notices cover the actual technology
and purpose?
AI functions: Do transcription, summaries, prompts, and model-provider transfers begin only after the
approved consent point?
Proof: What event records the announcement, response, policy version, participants, and
configuration?
Exceptions: Who may authorize an exception, and how is it documented?

Notice methods are jurisdiction and context specific. Justia’s survey documents both express prior consent
and, in a particular statutory route, a recurring audible beep (justia.com) (justia.com). Those examples do not
make either method sufficient for every call. Washington, by contrast, expressly addresses a reasonably
effective announcement that is itself recorded, illustrating why workflow wording must track applicable law
(lawfilesext.leg.wa.gov).

Employee notice is a separate workstream. Connecticut requires prior written notice for covered electronic
monitoring and expressly includes telephone technology (portal.ct.gov) (portal.ct.gov). Delaware provides a
one-time notice route with written or electronic acknowledgment for covered monitoring
(delcode.delaware.gov) (delcode.delaware.gov). These are state examples, not a nationwide template.

Data lifecycle and accountability

Table 2 assigns a responsible owner to each lifecycle action. “Responsible” performs the work, “accountable”
approves it, “consulted” provides specialist input, and “informed” receives the result.
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Lifecycle action Responsible Accountabl
e

Consulted Evidence to retain

Approve caller notice and refusal
path

Operations Business
owner

Qualified counsel Script version, routing test,
approval date

Give employee notice Human resources Business
owner

Counsel, manager Signed or electronic
acknowledgment

Configure recording and
transcription

Phone
administrator

Operations Security, counsel Screenshots, settings export,
change log

Grant access System owner Data owner Security Named roles, approval, review
date

Export a recording Authorized user Data owner Privacy or legal
owner

Request, reason, destination,
audit entry

Apply retention and deletion System
administrator

Data owner Counsel, records
owner

Schedule, deletion report,
exceptions

Review subprocessors and
residency

Security or
procurement

Business
owner

Counsel Current list, data locations,
contract record

Respond to access or deletion
requests

Privacy owner Business
owner

Counsel, system
owner

Identity check, search log,
disposition

The model makes ownership visible. The FTC recommends a written retention policy identifying what must be
kept, and least privilege that gives employees only the resources needed for their jobs (ftc.gov) (ftc.gov). The
retention clock must follow copies and exports, not only the vendor’s primary cloud record.

Product Due Diligence and Buyer Checklist
A product should be evaluated on evidence, not a “compliant” badge. Mark each line yes, no, or unknown,
record the exact documentation URL, test the behavior in a sandbox, and have counsel review the configured
workflow.

Inbound and outbound scope: Can administrators set recording separately for each direction? Zoom
documents inbound, outbound, or both (support.zoom.com).
Refusal path: Can a caller opt out without the call being recorded? Zoom documents an inbound opt-
out behavior (support.zoom.com).
Pause and resume: Can an authorized employee pause before payment or sensitive discussion and
resume afterward? (support.zoom.com).
Participant notice: Does the platform notify all parties and preserve evidence of notice? Google Voice
says both parties are notified before business-call recording (support.google.com).
Consent record: Is participant consent retained in a report? Microsoft Teams stores consent results in
the attendance report for its meeting workflow (learn.microsoft.com).
Role-based access: Can access be limited by user, group, queue, site, and task? (support.zoom.com).
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Encryption evidence: Does documentation cover data in transit and at rest, algorithms, key ownership,
and export behavior? RingCentral documents protection in both states (ringcentral.com).
Export controls: Who can download audio, in what format, and is the event logged? Zoom documents
MP3 export (support.zoom.com).
Deletion: Can users delete audio, transcripts, summaries, metadata, and exports separately?
RingCentral documents download and deletion controls for recordings, transcripts, and logs
(ringcentral.com).
Retention: Is retention configurable by call type, and what happens when a file is moved? Teams
defaults meeting recordings and transcripts to 120 days, but moving a file can remove it from that
expiration setting (learn.microsoft.com) (learn.microsoft.com).
Auditability: Do reports show use, storage, access, export, deletion, and records configured never to
expire? (support.zoom.com).
Transcript redaction: What patterns are detected, can humans recover redacted values, and does
redaction cover audio as well as text? Zoom states detected redacted transcript data cannot be viewed
(support.zoom.com).
Subprocessors: Which companies receive audio, speech-to-text, prompts, or summaries? Zoom
defines a subprocessor as a vendor processing customer data on its behalf (zoom.com).
Data location: Is region selection available, and can data move within a region or into a third-party
service? (zoom.com) (learn.microsoft.com).
Non-recording AI mode: Can the desired notes be produced without retained audio or a transcript, and
what prompts or responses remain? Microsoft documents notes and tasks without recording or
transcription, while warning that prompts and responses may still be retained under policy
(support.microsoft.com) (support.microsoft.com).

No feature proves the deployed workflow is lawful. A pause button helps only if staff know when to use it, the
pause affects audio and transcription, the event is logged, and quality checks verify the behavior.

State Source Directory
Table 3 is a dated research directory, not a legal classification. “Official source only” means the source was
opened but did not provide reliably addressable current text in this session, so the report does not infer a rule.
Every row requires counsel review for the actual participants, purpose, and technology.

Jurisdiction Phone or in-person scope and material caveat Last
verifie
d

Counsel
review

Alabama Private communication definition turns on consent from at least one participant and other
legal exceptions (alison.legislature.state.al.us).

2026-
09-22

Require
d

Alaska Oral conversation rule uses one party’s consent, and the device definition reaches
telephone conversations (akleg.gov).

2026-
09-22

Require
d

Arizona Wire or electronic interception turns on consent of the sender or receiver; oral conversations
are separately framed (azleg.gov).

2026-
09-22

Require
d
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https://learn.microsoft.com/en-us/microsoftteams/privacy/location-of-data-in-teams#:~:text=review%20the%20location%20of%20data%20at%20rest%20for%20those%20services%20separately
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https://www.akleg.gov/statutesPDF/Title-42.pdf#:~:text=without%20the%20consent%20of%20a%20party%20to%20the%20conversation
https://www.azleg.gov/ars/13/03005.htm#:~:text=without%20the%20consent%20of%20either%20a%20sender%20or%20receiver%20thereof


Jurisdiction Phone or in-person scope and material caveat Last
verifie
d

Counsel
review

Arkansas Official 2001 enactment, not current codification, states a party-or-prior-consent exception;
current text needs confirmation (arkleg.state.ar.us).

2026-
09-22

Require
d

California Applies all-party consent to a confidential communication; reasonable expectations define
scope (leginfo.legislature.ca.gov).

2026-
09-22

Require
d

Colorado In-person oral recording by a person not visibly present turns on consent from at least one
principal party; telephone interception is separately regulated (olls.info).

2026-
09-22

Require
d

Connecticut Official 2022 supplement describes recorded verbal notice, written all-party consent, or
recurring tone routes; confirm current law (cga.ct.gov).

2026-
09-22

Require
d

Delaware One provision covers telephone messages and private conversations with all-party consent,
while a separate interception chapter makes a binary label unsafe (delcode.delaware.gov).

2026-
09-22

Require
d

District of
Columbia

Participant or one-party prior consent route, subject to purpose limits (code.dccouncil.gov). 2026-
09-22

Require
d

Florida All parties’ prior consent route; oral communication also turns on a justified expectation
against interception (leg.state.fl.us).

2026-
09-22

Require
d

Georgia Official 2015 legislative text, not current codification, gives a participant or prior one-party
consent route; current text needs confirmation (legis.ga.gov).

2026-
09-22

Require
d

Hawaii Participant or prior one-party consent route, subject to purpose limits
(data.capitol.hawaii.gov).

2026-
09-22

Require
d

Idaho Prior one-party consent route, with a separate criminal-purpose limitation
(legislature.idaho.gov).

2026-
09-22

Require
d

Illinois Surreptitious recording of a private conversation turns on consent of all other parties, so
privacy and secrecy are scope elements (ilga.gov).

2026-
09-22

Require
d

Indiana Official current code source only; the script-driven text could not be reliably summarized in
this check.

2026-
09-22

Require
d

Iowa Participant or prior one-party consent route, subject to purpose limits (legis.iowa.gov). 2026-
09-22

Require
d

Kansas Telephone or private message rule turns on consent of sender or receiver; private-place
sound recording is separate (ksrevisor.gov).

2026-
09-22

Require
d

Kentucky Eavesdropping definition turns on lack of consent from at least one party and
communications “of others” (apps.legislature.ky.gov).

2026-
09-22

Require
d

Louisiana Participant or prior one-party consent route, subject to purpose limits (legis.la.gov). 2026-
09-22

Require
d

Maine Interception definition excludes a person previously authorized by sender or receiver; oral
scope also uses privacy expectations (legislature.maine.gov).

2026-
09-22

Require
d

Maryland All parties’ prior consent route for wire, oral, or electronic communications, subject to
purpose limits (mgaleg.maryland.gov).

2026-
09-22

Require
d
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https://www.arkleg.state.ar.us/Home/FTPDocument?path=/ACTS/2001/Public/ACT1190.pdf#:~:text=unless%20the%20person%20is%20a%20party%20to%20the%20communication
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=632.#:~:text=without%20the%20consent%20of%20all%20parties%20to%20a%20confidential%20communication
https://olls.info/crs/crs2026-title-18.htm#:~:text=consent%20of%20at%20least%20one%20of%20the%20principal%20parties%20thereto
https://www.cga.ct.gov/2022/sup/chap_925.htm#:~:text=is%20preceded%20by%20verbal%20notification%20which%20is%20recorded%20at%20the%20beginning
https://delcode.delaware.gov/title11/c005/sc07/#:~:text=without%20the%20consent%20of%20all%20parties%20thereto%20a%20message%20by%20telephone
https://code.dccouncil.gov/us/dc/council/code/sections/23-542#:~:text=where%20one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://leg.state.fl.us/statutes/index.cfm/ch0509/index.cfm?App_mode=Display_Statute&URL=0900-0999/0934/0934.html#:~:text=all%20of%20the%20parties%20to%20the%20communication%20have%20given%20prior%20consent
https://www.legis.ga.gov/Legislation/20152016/148712.pdf#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent%20to%20such%20interception
https://data.capitol.hawaii.gov/hrscurrent/Vol14_Ch0701-0853/HRS0803/HRS_0803-0042.htm#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://legislature.idaho.gov/statutesrules/idstat/Title18/T18CH67/SECT18-6702/#:~:text=when%20one%20%281%29%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://www.ilga.gov/documents/legislation/ilcs/documents/072000050K14-2.htm#:~:text=with%20the%20consent%20of%20all%20other%20parties%20to%20the%20private%20conversation
https://iga.in.gov/laws/current/ic/titles/35/
https://www.legis.iowa.gov/docs/code/808B.pdf#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://www.ksrevisor.gov/statutes/chapters/ch21/021_061_0001.html#:~:text=without%20the%20consent%20of%20the%20sender%20or%20receiver
https://apps.legislature.ky.gov/law/statutes/statute.aspx?id=19948#:~:text=without%20the%20consent%20of%20at%20least%20one%20%281%29%20party%20thereto
https://legis.la.gov/Legis/Law.aspx?d=78938#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://legislature.maine.gov/statutes/15/title15sec709.html#:~:text=A%20person%20given%20prior%20authority%20by%20the%20sender%20or%20receiver
https://mgaleg.maryland.gov/mgawebsite/Laws/StatuteText?article=gcj&enactments=false&section=10-402#:~:text=where%20all%20of%20the%20parties%20to%20the%20communication%20have%20given%20prior%20consent


Jurisdiction Phone or in-person scope and material caveat Last
verifie
d

Counsel
review

Massachusetts Secret device recording turns on prior authority from all parties (malegislature.gov). 2026-
09-22

Require
d

Michigan Private conversation and eavesdropping definitions are material; text states all parties must
consent (legislature.mi.gov).

2026-
09-22

Require
d

Minnesota Participant or prior one-party consent route, subject to criminal-or-tortious-purpose limits
(revisor.mn.gov).

2026-
09-22

Require
d

Mississippi Official 2024 bill text, not proof of current codification, reproduces a party-or-consent
exception; current law needs confirmation (billstatus.ls.state.ms.us).

2026-
09-22

Require
d

Missouri Private-person exception expressly addresses wire communications; oral interception is
separately addressed (revisor.mo.gov).

2026-
09-22

Require
d

Montana Hidden-device rule requires all parties’ knowledge and separately addresses warning by
one person (mca.legmt.gov).

2026-
09-22

Require
d

Nebraska Participant or prior one-party consent route; random employer monitoring requires
reasonable employee notice (nebraskalegislature.gov).

2026-
09-22

Require
d

Nevada Private conversation and wire interception provisions differ; private-conversation recording
may be authorized by one person (leg.state.nv.us).

2026-
09-22

Require
d

New Hampshire Telecommunications and oral communications rule states consent of all parties, with
business-premises scope language (gc.nh.gov).

2026-
09-22

Require
d

New Jersey Participant or prior one-party consent route, subject to purpose limits; telephone
subscription alone is not consent (lis.njleg.state.nj.us).

2026-
09-22

Require
d

New Mexico Official current statute source only; the section text remained inaccessible, so no rule is
inferred here.

2026-
09-22

Require
d

New York Telephone recording by someone other than sender or receiver turns on either one’s
consent; in-person scope is separate (nysenate.gov).

2026-
09-22

Require
d

North Carolina Requires at least one party’s consent, subject to statutory and federal exceptions
(ncleg.gov).

2026-
09-22

Require
d

North Dakota Defense applies when recorder is a party or one party previously consented, subject to
purpose limits (ndlegis.gov).

2026-
09-22

Require
d

Ohio Participant or prior one-party consent route, subject to purpose limits (codes.ohio.gov). 2026-
09-22

Require
d

Oklahoma Participant or prior one-party consent route, subject to criminal-purpose limits
(oklegislature.gov).

2026-
09-22

Require
d

Oregon Telecommunications and in-person conversations use different notice and consent
structures (oregonlegislature.gov).

2026-
09-22

Require
d

Pennsylvania Business exception addresses marketing or customer service for listed purposes, with one-
party consent and use or destruction limits (legis.state.pa.us).

2026-
09-22

Require
d
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https://malegislature.gov/laws/generallaws/partiv/titlei/chapter272/section99#:~:text=a%20person%20given%20prior%20authority%20by%20all%20parties%20to%20such%20communication
https://www.legislature.mi.gov/documents/mcl/pdf/mcl-750-539c.pdf#:~:text=without%20the%20consent%20of%20all%20parties
https://www.revisor.mn.gov/statutes/cite/626A/full#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://billstatus.ls.state.ms.us/documents/2024/html/HB/0500-0599/HB0593IN.htm#:~:text=communication%20has%20given%20prior%20consent%20to%20the%20interception%20unless%20the
https://www.revisor.mo.gov/main/OneSection.aspx?section=542.402#:~:text=For%20a%20person%20not%20acting%20under%20law%20to%20intercept%20a%20wire%20communication
https://mca.legmt.gov/bills/mca/title_0450/chapter_0080/part_0020/section_0130/0450-0080-0020-0130.html#:~:text=without%20the%20knowledge%20of%20all%20parties%20to%20the%20conversation
https://nebraskalegislature.gov/laws/statutes.php?statute=86-290#:~:text=reasonable%20notice%20of%20the%20policy%20of%20random%20monitoring%20is%20provided
https://www.leg.state.nv.us/nrs/NRS-200.html#:~:text=unless%20authorized%20to%20do%20so%20by%20one%20of%20the%20persons
https://gc.nh.gov/rsa/html/LVIII/570-A/570-A-mrg.htm#:~:text=without%20the%20consent%20of%20all%20parties%20to%20the%20communication
https://lis.njleg.state.nj.us/nxt/gateway.dll/statutes/1/112/2239#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://nmonesource.com/nmos/en/18530/1/document.do
https://www.nysenate.gov/legislation/laws/PEN/250.00#:~:text=without%20the%20consent%20of%20either%20the%20sender%20or%20receiver
https://ncleg.gov/EnactedLegislation/Statutes/HTML/BySection/Chapter_15A/GS_15A-287.html#:~:text=without%20the%20consent%20of%20at%20least%20one%20party%20to%20the%20communication
https://ndlegis.gov/api/cencode/t12-1c15.pdf#:~:text=communication%20had%20given%20prior%20consent%20to%20such%20interception
https://codes.ohio.gov/ohio-revised-code/section-2933.52#:~:text=if%20the%20person%20is%20a%20party%20to%20the%20communication
https://www.oklegislature.gov/OK_Statutes/CompleteTitles/os13.pdf#:~:text=communication%20or%20when%20one%20of%20the%20parties%20to%20the%20communication%20has
https://www.oregonlegislature.gov/bills_laws/ors/ors165.html#:~:text=unless%20consent%20is%20given%20by%20at%20least%20one%20participant.
https://www.legis.state.pa.us/WU01/LI/LI/CT/HTM/18/00.057.004.000..HTM#:~:text=provided%20that%20one%20party%20involved%20in%20the%20communications%20has%20consented


Jurisdiction Phone or in-person scope and material caveat Last
verifie
d

Counsel
review

Rhode Island Participant or prior one-party consent route, subject to purpose limits
(webserver.rilegislature.gov).

2026-
09-22

Require
d

South Carolina Participant or prior one-party consent route sits beside a general interception prohibition
(scstatehouse.gov).

2026-
09-22

Require
d

South Dakota Communications and in-person conversations are distinguished; each has a participant-
consent route (sdlegislature.gov).

2026-
09-22

Require
d

Tennessee Participant or prior one-party consent route, subject to criminal-or-tortious-purpose limits
(capitol.tn.gov).

2026-
09-22

Require
d

Texas Wire, oral, and electronic communications are covered; oral scope turns on an expectation
justified by circumstances (texasattorneygeneral.gov).

2026-
09-22

Require
d

Utah Participant or prior one-party consent route, subject to purpose limits (le.utah.gov). 2026-
09-22

Require
d

Vermont No general business-call rule is summarized here; a 2026 sector rule requires patient and
provider consent for specified audio-only consultations (legislature.vermont.gov).

2026-
09-22

Require
d

Virginia Participant or prior one-party consent route; provider random monitoring is separately
limited (law.lis.virginia.gov).

2026-
09-22

Require
d

Washington Private telephone communication rule starts from all-participant consent and separately
addresses effective recorded announcement and exceptions (lawfilesext.leg.wa.gov).

2026-
09-22

Require
d

West Virginia Participant or prior one-party consent route, subject to purpose limits
(code.wvlegislature.gov).

2026-
09-22

Require
d

Wisconsin Participant or prior one-party consent route, subject to purpose limits; agency policy can still
demand consent (dwd.wisconsin.gov).

2026-
09-22

Require
d

Wyoming Participant or prior one-party consent route, subject to purpose limits (wyoleg.gov). 2026-
09-22

Require
d

The directory shows why a colored map is a poor purchasing control. California’s confidentiality element,
Illinois’s private and surreptitious elements, Oregon’s channel distinction, Pennsylvania’s business exception,
Washington’s announcement rule, and Nevada’s separate provisions all require more context than a binary cell
can carry. The safe deliverable for counsel is the call model, script, refusal route, configuration evidence,
retention schedule, and this dated source list.

Data Analysis and Evidence

Quantitative evidence that matters

There is no credible universal benchmark for what small-business call-recording compliance costs. Storage
prices, call volume, review time, legal scope, and retrieval frequency vary too much. Public evidence is more
useful for sizing governance work than for inventing an average.
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https://webserver.rilegislature.gov/statutes/title11/11-35/11-35-21.HTM#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://www.scstatehouse.gov/code/t17c030.php#:~:text=where%20the%20person%20is%20a%20party%20to%20the%20communication
https://sdlegislature.gov/api/Statutes/23A-35A.html?all=true#:~:text=without%20the%20consent%20of%20either%20a%20sender%20or%20receiver
https://www.capitol.tn.gov/Archives/Joint/publications/TNCodeBills/2025/TNCodeBill_Volume1_2025.pdf#:~:text=intercepted%20for%20the%20purpose%20of%20committing%20any%20criminal%20or%20tortious%20act%20in
https://www.texasattorneygeneral.gov/sites/default/files/opinion-files/opinion/2000/jc0208.pdf#:~:text=under%20circumstances%20justifying%20that%20expectation
https://le.utah.gov/xcode/Title77/Chapter23a/C77-23a-S4_1800010118000101.pdf#:~:text=has%20given%20prior%20consent%20to%20the%20interception%2C%20unless%20the%20communication%20is%20intercepted%20for%20the
https://legislature.vermont.gov/Documents/2026/Docs/ACTS/ACT080/ACT080%20As%20Enacted.pdf#:~:text=both%20the%20patient%20and%20the%20provider%20consent%20to%20the%20recording.
https://law.lis.virginia.gov/vacode/title19.2/chapter6/section19.2-62/#:~:text=one%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent
https://lawfilesext.leg.wa.gov/Law/RCW/RCW%20%20%209%20%20TITLE/RCW%20%20%209%20.%2073%20%20CHAPTER/RCW%20%20%209%20.%2073%20.030.htm#:~:text=without%20first%20obtaining%20the%20consent%20of%20all%20the%20participants%20in%20the%20communication
https://code.wvlegislature.gov/62-1D-3/#:~:text=unless%20the%20communication%20is%20intercepted%20for%20the%20purpose%20of%20committing%20any%20criminal
https://dwd.wisconsin.gov/dvr/policy-guidance/legal/recording-conversations.htm#:~:text=unless%20he%20does%20so%20for%20the%20purpose%20of%20committing%20a%20criminal%20or%20tortious%20act
https://wyoleg.gov/NXT/gateway.dll/2026%20Wyoming%20Statutes/2026%20Titles/318/321/328?f=templates&fn=document-frameset.htm#:~:text=one%20%281%29%20of%20the%20parties%20to%20the%20communication%20has%20given%20prior%20consent


The Government Accountability Office’s 2025 worker-surveillance review examined 122 studies meeting its
methodological standards and interviewed stakeholders from 11 organizations (gao.gov) (gao.gov). It reports
that effects can depend on employer transparency about collected information (gao.gov). That evidence
supports a transparent employee process, but it does not provide a legal safe harbor or small-business cost
estimate.

Official operational examples show that retention is a chosen control, not a natural property of audio. The
Department of Labor National Contact Center documents 30-day recording availability, access limited to
authorized quality-assurance and management personnel, and logging of repository access attempts (dol.gov)
(dol.gov) (dol.gov). A small business should not copy 30 days automatically, but it should be able to explain its
own number just as concretely.

Cost worksheet using buyer-supplied inputs

Use current quotes and internal labor estimates, not generic benchmarks. Enter monthly call minutes M,
recorded share R, vendor storage rate per recorded minute S, monthly administrative hours A, loaded hourly
administration cost H, annual legal-review cost L, expected monthly retrievals Q, and minutes per retrieval T.

Recorded minutes per month: M × R.
Monthly storage cost: M × R × S.
Monthly administration cost: A × H.
Monthly retrieval cost: Q × T ÷ 60 × H.
Monthly legal-review allocation: L ÷ 12.
Monthly governance cost: sum of storage, administration, retrieval, and legal allocation.
Annualized governance cost: monthly governance cost multiplied by 12.
Decision ratio: annualized governance cost divided by the quantified annual benefit the recording
supports.

The worksheet intentionally excludes invented dollar assumptions. It should also include non-price gates: no
purchase proceeds when refusal cannot bypass recording, payment data cannot be excluded, deletion cannot
reach exports, or ownership is unassigned.

Sector overlays can dominate the state-law analysis

Payment Card Industry Data Security Standard guidance says sensitive authentication data, including card-
validation codes and values, must not be retained after authorization even if encrypted. It directs businesses to
prevent that data entering recordings and, where prevention is impossible, delete it immediately after
authorization (pcisecuritystandards.org) (pcisecuritystandards.org). The same guidance says the standard
does not override local or regional audio-retention laws, so both analyses remain necessary
(pcisecuritystandards.org).

For covered health workflows, Health and Human Services says a business associate agreement is required
when a communications vendor is more than a mere conduit, and it identifies cloud-stored recordings or
transcripts as persistent handling of protected health information (hhs.gov) (hhs.gov). HHS also states that the
Privacy Rule does not itself require covered entities to retain a recording after transcription (hhs.gov). Sector
counsel should still assess other recordkeeping duties.
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https://www.gao.gov/products/gao-25-107126#:~:text=review%20of%20122%20studies%20that%20met%20GAO%27s%20standards%20for%20methodological%20quality
https://www.gao.gov/products/gao-25-107126#:~:text=interviews%20with%20stakeholders%20from%2011%20organizations
https://www.gao.gov/products/gao-25-107126#:~:text=including%20how%20transparent%20they%20are%20about%20what%20information%20they%20collect
https://www.dol.gov/agencies/oasam/centers-offices/ocio/privacy/opa/ncc#:~:text=recordings%20are%20stored%20and%20available%20for%2030%20days
https://www.dol.gov/agencies/oasam/centers-offices/ocio/privacy/opa/ncc#:~:text=access%20granted%20to%20only%20authorized%20QA%20and%20management%20personnel
https://www.dol.gov/agencies/oasam/centers-offices/ocio/privacy/opa/ncc#:~:text=All%20access%20attempts%20to%20the%20data%20repository%20are%20logged%20and%20monitored
https://www.pcisecuritystandards.org/faqs/1210/#:~:text=including%20card%20validation%20codes%20and%20values%2C%20after%20authorization%20even%20if%20the%20data%20is%20encrypted
https://www.pcisecuritystandards.org/faqs/1210/#:~:text=securely%20deleted%20immediately%20upon%20authorization%20of%20the%20transaction
https://www.pcisecuritystandards.org/faqs/1210/#:~:text=PCI%20DSS%20does%20not%20override%20local%20or%20regional%20audio%20retention%20laws
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-audio-telehealth/index.html#:~:text=must%20enter%20into%20a%20BAA%20with%20a%20vendor%20that%20is%20more%20than%20a%20mere%20conduit
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-audio-telehealth/index.html#:~:text=stores%20PHI%20%28e.g.%2C%20recordings%2C%20transcripts%29%20in%20the%20app%20developer%E2%80%99s%20cloud%20infrastructure
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/standards-privacy-individually-identifiable-health-information/index.html#:~:text=nor%20retain%20digitally%20or%20tape%20recorded%20information%20after%20transcription


Implications and Future Directions
AI makes the boundary of “recording” harder for buyers to see. A product may generate notes without a saved
transcript, retain prompts under a separate policy, send speech-to-text to a model provider, or keep
organization-level records after a user deletes a visible call log. Google, for example, says an organization
may continue to retain a Voice call log and recording after the user deletes them (support.google.com). The
correct inventory therefore follows every derivative and copy, not just the audio file.

Procurement evidence will need continual refresh. Vendors change defaults, add AI subprocessors, and
separate user deletion from organization retention. The state directory also needs a dated maintenance cycle
because statutes and interpretations change. A sensible owner assigns quarterly vendor-document review,
annual counsel review, and immediate review after a new state, call type, purpose, or AI feature enters the
workflow.

The product boundary should remain honest. The provider states: "If you need call recording, queues, agent
dashboards, CRM integrations or a wallboard, you want a full contact centre platform and you should buy one."
(autoattendant.io) Its official site lists "$29 a month, flat, for the whole company." (autoattendant.io). That
makes it a lower-complexity option when the need is number privacy, routing, and missed-call capture. A buyer
whose real requirement is continuous call recording, call queues, agent dashboards, Customer Relationship
Management integration, or compliance retention needs a full Voice over Internet Protocol or contact-centre
platform. The governance checklist in this report should follow that buyer into the larger category.

Frequently Asked Questions (FAQs)

Is call recording legal for businesses?

Sometimes, under a workflow-specific analysis. Federal law generally provides a party-or-prior-one-party-
consent route, but states may impose stricter or differently scoped rules (uscode.house.gov) (rcfp.org).
Participants, locations, purpose, channel, privacy expectations, employee rules, and sector duties all matter.

What is the difference between one-party and two-party consent?

“One-party” usually describes a route where a participant, or someone with one participant’s prior consent,
may record. “Two-party” is often a misleading label because a rule may require all parties, including everyone
on a conference call (rcfp.org). Neither label captures privacy expectations, channel distinctions, exceptions, or
interstate uncertainty.

How should a business notify customers that calls are recorded?

Counsel should approve wording, timing, affirmative action, proof, transfers, late joiners, and a refusal path. Do
not assume a greeting or beep is universally sufficient. The configured platform should prevent audio and
transcription from starting before the approved consent event.
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https://support.google.com/voice/answer/12009609?hl=en#:~:text=The%20organization%20will%20continue%20to%20retain%20the%20call%20log%20and%20recording
https://autoattendant.io/
https://autoattendant.io/
https://uscode.house.gov/view.xhtml?edition=prelim&f=treesort&num=0&req=%28title%3A18+section%3A2511+edition%3Aprelim%29+OR+%28granuleid%3AUSC-prelim-title18-section2511%29#:~:text=such%20person%20is%20a%20party%20to%20the%20communication
https://www.rcfp.org/introduction-to-reporters-recording-guide/#:~:text=states%20may%20impose%20stricter%20rules
https://www.rcfp.org/introduction-to-reporters-recording-guide/#:~:text=technically%20they%20require%20all%20parties%E2%80%99%20consent


Do employees need separate notice?

Potentially. Customer consent and employee monitoring are separate analyses. Connecticut and Delaware
illustrate state-specific written or acknowledged notice duties for covered monitoring (portal.ct.gov)
(delcode.delaware.gov). Counsel should review every employee location and actual use.

Does AI transcription avoid call-recording law?

It should not be assumed to. Federal definitions reach acquisition of communication contents, and a transcript
captures substance and meaning (uscode.house.gov). AI also adds subprocessors, prompts, derived
summaries, and separate retention settings.

What are the main risks of recording customer calls?

The main operational risks are invalid or unprovable consent, unknown interstate scope, capture of payment or
health data, overbroad employee access, uncontrolled exports, excessive retention, incomplete deletion, and
undocumented AI subprocessors. Section 2520 authorizes civil recovery for communications intercepted,
disclosed, or intentionally used contrary to the federal chapter, reinforcing the need for qualified review
(uscode.house.gov).

What should a small-business call-recording policy contain?

At minimum: defined purposes, covered and excluded calls, approved notice, refusal handling, employee
obligations, pause rules, roles, acceptable uses, export restrictions, retention, deletion, legal holds, request
response, incident escalation, training, audits, vendor review, and a named accountable owner. The policy
should match the actual phone-system configuration.

Conclusion
Call recording is worthwhile only when exact audio supports a defined decision or record better than a lower-
data alternative. The correct buying sequence is therefore necessity, legal workflow, data lifecycle, then
product. Starting with a state-color map or a vendor checkbox reverses that order and hides the harder work.

A small business should document the use case, model every participant and location, obtain qualified legal
review, test notice and refusal behavior, exclude payment and other sensitive data where required, restrict
access, control exports, set a defensible retention period, and verify deletion across derivatives and copies.
The dated state directory is a research starting point, not a substitute for that review.

If live recording is unnecessary, staff notes, CRM dispositions, forms, read-backs, and caller-chosen voicemail
can preserve useful information with less retained data. If recording is necessary, the buyer likely needs a full
phone or contact-centre platform and an accountable governance program. The deciding cost is not the
recording feature alone. It is the continuing work of consent, security, access, retention, retrieval, vendor
oversight, and deletion.
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About Auto Attendant
Auto Attendant gives a small business one phone number and a recorded menu that sends each caller to the
right person. The call rings the mobile that person already carries, using their normal dialler and their normal
mobile plan. Pricing is a single flat monthly fee for the whole company rather than a charge for each user, and
there is no app, desk phone or hardware to install.

One number, one menu, the phones you already own

A caller dials the business number, hears a short greeting and chooses an option. Each option can ring one
mobile, ring several at once so whoever is free answers first, or try people one after another in a set order.
There is no limit on how many people sit on the receiving end, because nobody is billed per seat. Setup is
done by the owner in a few minutes: pick a number, write the greeting, and point each option at a mobile.

What it deliberately is not

An auto attendant routes a call; it does not answer one. Nobody at Auto Attendant speaks to callers, and no AI
stands in for a receptionist. A business that wants its calls handled, messages taken and appointments booked
wants an answering service, which is a different product at a different price. A business that needs call
recording, queues, agent dashboards or CRM integration wants a contact centre platform. Auto Attendant is for
the case where the call should simply reach the right pocket.

Keeping personal numbers off the internet

The business number is the only number a caller ever sees. Personal mobile numbers are never displayed
and never given out, which is what lets an owner put a number on a website, an invoice, a van or a Google
Business Profile without handing a personal line to everyone who finds it. An existing advertised number can
be ported across and kept, and the old line keeps working while the port is in progress.

Work with Auto Attendant

Visit Auto Attendant to see how it works, how it compares to a personal mobile, Google Voice and a full phone
platform, and the current pricing.

Telephone number portability, emergency calling and caller-ID rules differ by country and change over time.
Articles published here describe general practice and cite primary regulator and carrier sources; they are not a
guarantee of any timeline, and they are not legal or regulatory advice for a specific business.

Website: https://autoattendant.io

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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