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Executive Summary
A small medical or dental office choosing voicemail to email should first establish whether it is a Health
Insurance Portability and Accountability Act (HIPAA) covered entity. Size and clinical identity alone do not
decide this: the federal test turns in part on whether a provider conducts specified transactions electronically.
Merely using email does not establish covered status. (www.hhs.gov) If the office is covered and a caller
leaves identifiable information about care, the recording and any transcript can become electronic protected
health information (ePHI) in the phone, transcription, email and backup systems that receive it. HHS directs
regulated organizations to identify every location where ePHI is stored, received, maintained or transmitted.
(www.hhs.gov)

The safest purchase decision starts with what enters email. A notification with no message content creates a
different exposure than an audio attachment or transcript; a secure link can keep content in a separate system,
but access controls and retained copies still require review. The vendor examples show that there is no
universal email rule. Ooma Office HIPAA mode says its voicemail emails omit transcripts and audio; Nextiva
documents an encrypted email with a WAV attachment for certain HIPAA accounts and a secure-message-
center link when the receiving service does not support encryption. (www.ooma.com) (help.nextiva.com)
(help.nextiva.com) Those are documented configurations, not blanket determinations that a specific clinic, plan
or mailbox is compliant.

As of September 2026, public price points span different bundles: autoattendant.io lists $29 monthly for the
company with recording and transcript by email; Ooma Office Pro lists $24.95 per user monthly and offers
voicemail transcription; Spruce Basic lists $24 per user monthly with a shared inbox and a business
associate agreement (BAA) in its paid plans. (autoattendant.io) (autoattendant.io) (www.ooma.com)
(sprucehealth.com) (sprucehealth.com) The first product's cited site does not establish a BAA or an ePHI-
ready mode. A covered practice should obtain written, workflow-specific confirmation before sending patient
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https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html#:~:text=Every%20health%20care%20provider%2C%20regardless%20of%20size%2C%20who%20electronically%20transmits
https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html#:~:text=An%20organization%20must%20identify%20where%20the%20e-PHI%20is%20stored
https://www.ooma.com/small-business-phone-systems/features-support/hipaa-support-on-ooma-office/#:~:text=Voicemail%20email%20notifications%20will%20no%20longer%20include%20transcriptions%20or%20audio%20attachments
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20come%20as%20a%20standard%20email%20with%20an%20attached%20.wav%20file.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20instead%20have%20a%20link%20to%20the%20Paubox%20Secure%20Message%20Center.
https://autoattendant.io/#:~:text=%2429%20a%20month%2C%20flat%2C%20for%20the%20whole%20company.
https://autoattendant.io/faq/#:~:text=The%20call%20takes%20a%20voicemail%2C%20and%20the%20recording%20plus%20a%20written%20transcript%20arrive%20by%20email.
https://www.ooma.com/small-business-phone-systems/faqs/how-much-does-ooma-office-cost/#:~:text=Ooma%20Office%20Pro%20is%20%2424.95%20per%20user%2C%20per%20month.
https://sprucehealth.com/#:~:text=Basic%20%28%2424%2Fuser%2Fmonth%29%20and%20Communicator%20%28%2449%2Fuser%2Fmonth%29.
https://sprucehealth.com/plans#:~:text=All%20Spruce%20trials%20and%20paid%20plans%20automatically%20include%20a%20BAA


content through any product. HHS says cloud services creating, receiving, maintaining or transmitting ePHI on
a regulated entity's behalf can be business associates even when they only hold encrypted data.
(www.hhs.gov)

The recommended procurement sequence is to map the copies, request the exact BAA and subcontractor
scope, choose content-free notification or controlled portal access when appropriate, then test a role-based
mailbox with forwarding, mobile previews, audit records and departure procedures. A BAA does not itself
configure those controls. (learn.microsoft.com) This is a practical buyer checklist, not a legal opinion about any
individual service.

Introduction and Background
A patient may leave a message containing a name, callback number, symptoms, medication, test result,
appointment request or payment question. A telephone system can hold the recording; a transcription
component can derive text; an email gateway may send a message to one or several inboxes; each mailbox
may sync to phones, archives and backups. A buyer evaluating “voicemail to email for medical office” therefore
needs a data-flow decision, not a single feature check. HHS describes protected health information as
information in electronic, paper or oral form, and its risk-analysis guidance asks regulated entities to map
where ePHI moves. (www.hhs.gov)

This report addresses patient-to-practice voicemail. It does not turn HHS's separate rules on a practice
emailing a patient, a patient's request for an unencrypted copy, or a practice leaving an answering-machine
message into permission for internal voicemail distribution. Those HHS pages address different
communication directions and circumstances. (www.hhs.gov) (www.hhs.gov) The clinic should have counsel or
its privacy lead confirm its status, intended use and contractual treatment before enabling a workflow carrying
patient data.

For a U.S. provider, HIPAA covered-entity status depends on the definition and the qualifying electronic
transactions, such as claims and benefit eligibility inquiries. HHS specifically notes that using email by itself
does not make a provider covered. An organization outside both the covered-entity and business-associate
definitions is outside the HIPAA Rules, although its state obligations and patient expectations may still matter.
(www.hhs.gov) (www.hhs.gov) This distinction prevents a noncovered wellness service from being described
as regulated merely because it is small and health related, and prevents a covered dental office from
assuming its size offers an exemption. For covered dental practices, the American Dental Association advises
including email in the written security risk analysis and making email decisions based on the practice's own
assessment. (www.ada.org) (www.ada.org)

A second distinction concerns what is retained. HHS says a maintained recording used to make decisions
about an individual may be in a designated record set, but does not require every oral exchange to be
recorded or every recording to be retained after transcription. (www.hhs.gov) The practice's records policy
should decide when to move clinically relevant information into its record system and how to handle the
original voicemail; no universal voicemail retention period follows from those statements.
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https://www.hhs.gov/hipaa/for-professionals/special-topics/health-information-technology/cloud-computing/index.html#:~:text=the%20CSP%20is%20a%20business%20associate%20under%20HIPAA
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-hipaa-us#:~:text=doesn%27t%20automatically%20impart%20compliance%20onto%20your%20cloud%20solutions
https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html#:~:text=An%20organization%20must%20identify%20where%20the%20e-PHI%20is%20stored
https://www.hhs.gov/hipaa/for-professionals/faq/does-hipaa-permit-health-care-providers-to-use-email-to-discuss-health-issues-with-patients/index.html#:~:text=communicate%20electronically%2C%20such%20as%20through%20e-mail%2C%20with%20their%20patients
https://www.hhs.gov/hipaa/for-professionals/faq/do-individuals-have-the-right-under-hipaa-to-have/index.html#:~:text=if%20the%20individual%20requests%20access%20in%20this%20manner
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html#:~:text=These%20transactions%20include%20claims%2C%20benefit%20eligibility%20inquiries%2C%20referral%20authorization%20requests
https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html#:~:text=If%20an%20entity%20does%20not%20meet%20the%20definition
https://www.ada.org/resources/practice/legal-and-regulatory/hipaa/emailing-patient-information#:~:text=Include%20email%20in%20the%20written%20security%20risk%20analysis
https://www.ada.org/resources/practice/legal-and-regulatory/hipaa/emailing-patient-information#:~:text=each%20practice%20must%20make%20decisions%20about%20email%20based%20on%20its%20own%20risk%20assessment
https://www.hhs.gov/hipaa/for-professionals/faq/does-hipaa-require-covered-entities-provide-patients-with-access-to-oral-information/index.html#:~:text=if%20such%20records%20are%20maintained%20and%20used%20to%20make%20decisions


Notification-Only Delivery

Capabilities

A notification-only email tells an assigned employee that a voicemail arrived and directs that person to the
phone system or secure portal. It should carry no audio, transcript or patient-identifying preview if the practice
intends email to be an alert rather than a content repository. This reduces the number of systems holding
message content, although the alert can still disclose information through a caller name, number, subject line
or link label. A pilot should inspect the actual subject, body, sender and lock-screen preview on each receiving
device. Apple's iPhone guidance notes that Mail notification previews can show message text; Android
provides a setting for sensitive lock-screen content. (support.apple.com) (support.google.com)

Adoption

Ooma Office HIPAA mode is a concrete example of this pattern: its current feature page says voicemail
notification emails no longer include transcriptions or audio attachments. Its separate voicemail-options page
describes ordinary email audio attachments, so the mode matters. (www.ooma.com) (www.ooma.com) A
practice must verify the purchased plan, executed terms and whether the recording remains accessible in
Ooma's system; an email without attachment is not proof that the underlying recording has vanished. Ooma
states that media files including voicemail are encrypted in transit and at rest in the described mode.
(www.ooma.com)

Strengths and Limitations

The principal benefit is copy control. Staff can learn that work awaits them without distributing the patient's
words into every recipient inbox. The trade-off is an additional sign-in and an access process that must work
after hours. Managers should ask whether links expire, whether a former employee's session is revoked,
whether notifications are generic, and whether recipients can download or forward content from the destination
system. HHS requires access authorization appropriate to role and systems capable of recording and
examining relevant activity. (www.hhs.gov)

A small practice can implement this path only if the vendor exposes a suitable setting and the intended portal
is included in the relevant contractual scope. A subject that says “urgent oncology result for Jane Doe” defeats
the purpose of withholding the attachment. The test is the content of actual delivered alerts, including those
rendered on personal mobiles, not the label on a settings page.

Audio Attachment Delivery

Capabilities

With attachment delivery, the phone service sends a playable recording, often an MP3 or WAV file, to an email
address. The staff member can listen without opening a separate portal and may forward the message to a
clinician. That convenience creates a full copy in the email system and potentially in synchronized devices,
forwarding destinations, archive stores and local downloads. A shared mailbox limits recipient sprawl only if
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https://support.apple.com/guide/iphone/change-notification-settings-iph7c3d96bab/27/ios/27#:~:text=Previews%20can%20include%20things%20like%20text%20%28from%20Messages%20and%20Mail%29
https://support.google.com/android/answer/9079661?hl=en#:~:text=Turn%20Show%20sensitive%20content%20on%20or%20off
https://www.ooma.com/small-business-phone-systems/features-support/hipaa-support-on-ooma-office/#:~:text=Voicemail%20email%20notifications%20will%20no%20longer%20include%20transcriptions%20or%20audio%20attachments
https://www.ooma.com/small-business-phone-systems/voicemail-options/#:~:text=Via%20email%20if%20voicemail%20notifications%20are%20enabled%20%E2%80%94%20audio%20files%20arrive%20as%20.mp3%20attachments.
https://www.ooma.com/small-business-phone-systems/features-support/hipaa-support-on-ooma-office/#:~:text=All%20media%20files%2C%20including%20voicemail%2C%20call%20recordings%2C%20meeting%20recordings%2C%20and%20fax%20attachments
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html#:~:text=authorizing%20access%20to%20ePHI%20only%20when%20such%20access%20is%20appropriate


individual forwarding and exports are controlled. HHS's cloud guidance makes clear that an ePHI cloud
provider's business-associate status is not avoided merely because the data are encrypted and the provider
lacks the key. (www.hhs.gov)

Adoption

Ooma's general voicemail documentation says audio files can arrive as MP3 email attachments when
notifications are enabled; its HIPAA mode removes such attachments from notification emails.
(www.ooma.com) Nextiva documents a voicemail-to-email feature that sends the audio file to a specified
address and can be configured for users or call groups. It also documents a “do not store, email to” option,
which affects transcription availability in NextivaONE. Those details should be checked on the actual account
because a setting name alone does not establish what copies remain in transit or downstream email.
(help.nextiva.com) (help.nextiva.com) (help.nextiva.com)

Nextiva's HIPAA-account article describes two recipient-dependent paths: a WAV attachment when the
recipient email service supports encrypted email, or a Paubox Secure Message Center link otherwise. The
buyer should require a written explanation of what “supports encrypted email” means in its tenant, which
system makes that decision, and where the WAV is stored after delivery. (help.nextiva.com) (help.nextiva.com)

Strengths and Limitations

Attachment delivery is attractive when staff must triage rapidly from a known, controlled mailbox. It is a poor
default when recipients use unmanaged personal email, broad distribution lists or automatic forwarding. The
practice should verify mailbox BAA scope, encryption in transit and at rest, mobile sync, auditability, download
policy and deletion across archives. HHS allows mobile access to cloud ePHI where appropriate
administrative, physical and technical safeguards and relevant agreements are in place. (www.hhs.gov)

A setting that removes a recording from a phone provider may simply transfer the durable copy to an email
provider. A buyer should ask for a copy inventory showing the phone platform, transcription service if used,
outbound mail service, destination mailbox, backup, and recipient device. HHS asks regulated organizations to
identify where ePHI is stored, received, maintained and transmitted.

Transcript-in-Email Delivery

Capabilities

A transcript converts the caller's speech into searchable text, typically in the email body or an attachment. That
can speed routing because staff can scan a message without playing audio. It also makes sensitive content
visible in inbox search results, email previews, forwarding rules and notifications. A transcription may be
inaccurate, so clinical action should rely on verification against the recording or a direct callback where the
detail matters. Public vendor pages reviewed here do not provide a comparable independent accuracy
benchmark for medical voicemail; a buyer should test representative accents, names and clinical vocabulary in
its own pilot.

Auto Attendant

Business phone number · Auto attendant · Call routing Page 5 of 16

https://www.hhs.gov/hipaa/for-professionals/special-topics/health-information-technology/cloud-computing/index.html#:~:text=Lacking%20an%20encryption%20key%20does%20not%20exempt%20a%20CSP
https://www.ooma.com/small-business-phone-systems/voicemail-options/#:~:text=Via%20email%20if%20voicemail%20notifications%20are%20enabled%20%E2%80%94%20audio%20files%20arrive%20as%20.mp3%20attachments.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=an%20audio%20file%20of%20the%20voicemail%20received%20on%20the%20Nextiva%20system
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=In%20the%20Voicemail%20Storage%20Options%20section%2C%20select%20Do%20not%20store%2C%20email%20to.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=voicemail%20transcription%20will%20not%20be%20an%20option%20within%20NextivaONE.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20come%20as%20a%20standard%20email%20with%20an%20attached%20.wav%20file.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20instead%20have%20a%20link%20to%20the%20Paubox%20Secure%20Message%20Center.
https://www.hhs.gov/hipaa/for-professionals/faq/do-the-hipaa-rules-allow-health-care-providers-to-use-mobile-devices-to-access-ephi-in-a-cloud/index.html#:~:text=as%20long%20as%20appropriate%20physical%2C%20administrative%2C%20and%20technical%20safeguards%20are%20in%20place


Adoption

autoattendant.io states that unanswered calls produce a recording and transcript by email and lists the
service at $29 per month, flat for the company, with no per-user seats. The cited product page does not
document a BAA, HIPAA mode, retention controls or ePHI suitability. For a covered clinic, those open
questions are decisive and should be answered by the vendor in writing before patient content is routed
through it. (autoattendant.io) (autoattendant.io) Ooma Office Pro and Pro Plus list transcription, but Ooma's
HIPAA mode removes transcripts from notification emails. (www.ooma.com)

Dialpad says individual users can receive transcription by email, while its help pages also document voicemail
in shared lines and a Google Drive backup option. Its company administrators can sign a BAA on paid
accounts, but the practice still needs to review whether the chosen email, forwarding and backup configuration
is within the signed terms. (help.dialpad.com) (help.dialpad.com) (help.dialpad.com) (help.dialpad.com)

Strengths and Limitations

A transcript can help a receptionist route a request to scheduling, billing or a clinician, especially when the
caller has not selected the right menu option. It should not be treated as a verified chart note. If text is emailed,
the data map must include the speech-to-text component and all message copies. The vendor should disclose
whether transcription is optional by line, queue or user, whether staff can remove it from alerts without
disabling voicemail, and whether the original audio is retained after the transcript is created. HHS says a
retained recording used for decisions may be part of a designated record set; it does not say every voicemail
automatically enters one.

A practice seeking “medical office voicemail transcription to email” should ask to see a sample delivered
message from its exact configuration. The sample will reveal whether the transcript sits in the subject, body or
attachment, whether names appear in mobile previews, and whether the message can be removed after
distribution. The contract must cover the real data path, not merely the phone number.

Secure Portal or App Delivery

Capabilities

A secure-link approach sends an alert while leaving playback in a provider portal or app. Its security depends
on authentication, role assignment, session handling and download permissions. It may reduce email copies of
audio or text, but it does not eliminate the provider's stored copy. The buyer should follow a link as an ordinary
staff member, a newly removed staff member and a recipient who was never assigned access. This
distinguishes a login-gated link from a link that merely looks private.

Adoption

Nextiva says the alternative path for its HIPAA accounts is a Paubox Secure Message Center link when the
receiving email service does not support encrypted email, and says the link is available only to the recipient.
(help.nextiva.com) (help.nextiva.com) Zoom Phone documentation describes a deep link to a specific
voicemail that opens in the app for signed-in users and sends others to sign-in. Zoom also documents
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https://autoattendant.io/faq/#:~:text=The%20call%20takes%20a%20voicemail%2C%20and%20the%20recording%20plus%20a%20written%20transcript%20arrive%20by%20email.
https://autoattendant.io/#:~:text=%2429%20a%20month%2C%20flat%2C%20for%20the%20whole%20company.
https://www.ooma.com/small-business-phone-systems/voicemail-options/#:~:text=In%20Office%20Pro%20and%20Pro%20Plus%20plans%2C%20voicemail%20can%20also%20be%20transcribed
https://help.dialpad.com/hc/en-us/articles/54851368231835-Voicemail-Transcription-FAQ#:~:text=Yes%2C%20an%20email%20is%20sent%20for%20individual%20users.
https://help.dialpad.com/hc/en-us/articles/54851368231835-Voicemail-Transcription-FAQ#:~:text=These%20can%20be%20accessed%20directly%20under%20the%20Voicemails%20tab.
https://help.dialpad.com/hc/en-us/articles/55062262580379-Manage-Your-Voicemail#:~:text=Check%20the%20box%20beside%20Save%20voicemails%20to%20Google%20Drive
https://help.dialpad.com/hc/en-us/articles/53072884560283-Sign-a-Business-Associate-Agreement-BAA#:~:text=Online%20BAA%20signing%20is%20available%20on%20all%20paid%20Dialpad%20accounts
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20instead%20have%20a%20link%20to%20the%20Paubox%20Secure%20Message%20Center.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=The%20link%20will%20only%20be%20available%20to%20the%20recipient.


separate settings for including the audio file and transcription in email notifications. Those controls should be
inspected together; a secure link is less useful if a full attachment is also enabled. (support.zoom.com)
(support.zoom.com)

Spruce describes another model: voicemails and enabled transcripts remain in Spruce rather than on a
receiving personal phone, while new messages appear in the caller's conversation and trigger activity
notifications. It says notification content is omitted from push alerts and that email or text reminders are
generic. These are vendor statements about its documented configuration, not an independent security
assessment. (help.sprucehealth.com) (help.sprucehealth.com) (help.sprucehealth.com)
(help.sprucehealth.com)

Strengths and Limitations

Portal delivery offers a cleaner boundary for staff using personal mobiles, provided the portal's access can be
withdrawn promptly. It may add login friction for urgent triage, so an after-hours drill should confirm who can
enter the portal, how the on-call person is notified, and what happens if the app is unavailable. A covered office
should ask for its BAA, eligible plan and a subcontractor map, then document why the whole configuration
satisfies its own risk analysis. HHS says a BAA is required when a cloud provider creates, receives, maintains
or transmits ePHI for a covered entity and advises buyers to understand the chosen cloud environment.

The portal's retention, backup, export and deletion options still matter. A secure link is a delivery choice, not a
recordkeeping policy. A clinic planning to preserve clinically relevant information should define how staff move
it to the clinical record, what the original voice file does afterward, and who can audit that action. HHS's sample
BAA provisions address subcontractors and return or destruction at termination where feasible. (www.hhs.gov)
(www.hhs.gov)

Shared Mailbox and Inbox Ownership

Capabilities

A shared mailbox can turn a queue of voicemail alerts into assigned work, but it must have a named owner,
limited delegates, and a daily triage procedure. The address may be “messages@practice.example,” yet each
person should sign in with an individual identity and assigned permissions so that access can be changed
without sharing a password. In Microsoft Exchange Online, permission to read a shared mailbox is separate
from permission to send as that mailbox; administrators can remove Full Access when a worker leaves.
(learn.microsoft.com) (learn.microsoft.com)

Adoption

Google Groups Collaborative Inbox can assign a conversation to a member and requires conversation
history for those features. Google lists Gmail and Groups among its BAA-included functionality, but its HIPAA
guidance excludes third-party applications and add-ons from that included set. An office should inspect the
exact tenant, edition, agreement and integrations rather than treating a Google domain address as sufficient.
(support.google.com) (support.google.com) (workspace.google.com) (knowledge.workspace.google.com)
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https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077179#:~:text=If%20they%20are%20not%20signed%20in%2C%20they%20will%20be%20redirected%20to%20the%20login%20page
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077179#:~:text=Include%20voicemail%2Fvideomail%20file%3A%20Videomail%20over%2010%20MB%20will%20be%20attached%20as%20audio.
https://help.sprucehealth.com/hc/en-us/articles/23003326803739-How-to-Manage-Your-Spruce-Phone-Number-Settings-Routing-and-Configuration#:~:text=are%20securely%20stored%20in%20Spruce%2C%20not%20on%20your%20personal%20cell%20phone%20or%20desk%20phone.
https://help.sprucehealth.com/hc/en-us/articles/23003326803739-How-to-Manage-Your-Spruce-Phone-Number-Settings-Routing-and-Configuration#:~:text=The%20voicemail%20will%20be%20captured%20in%20the%20conversation%20associated%20with%20the%20phone%20number
https://help.sprucehealth.com/hc/en-us/articles/23003311440027-How-to-Manage-Spruce-Notifications-Across-iPhone-Android-Web-and-Desktop#:~:text=For%20security%2C%20message%20content%20will%20not%20be%20shown%20in%20the%20notification
https://help.sprucehealth.com/hc/en-us/articles/37894879923355-Spruce-Activity-Reminders#:~:text=They%20are%20intentionally%20generic%20to%20protect%20patient%20privacy%20and%20avoid%20sharing%20any%20Protected%20Health%20Information
https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-business-associate-agreement-provisions/index.html#:~:text=ensure%20that%20any%20subcontractors%20it%20may%20engage%20on%20its%20behalf
https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-business-associate-agreement-provisions/index.html#:~:text=require%20the%20business%20associate%20to%20return%20or%20destroy%20all%20protected
https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-permissions-for-recipients#:~:text=Doesn%27t%20allow%20the%20delegate%20to%20send%20messages%20from%20the%20mailbox
https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-permissions-for-recipients#:~:text=To%20verify%20that%20you%27ve%20successfully%20assigned%20or%20removed%20the%20Full%20Access%20permission
https://support.google.com/a/users/answer/10375787?hl=en#:~:text=Assign%20responsibility%20for%20a%20conversation%20to%20another%20group%20member
https://support.google.com/a/users/answer/10375787?hl=en#:~:text=To%20enable%20Collaborative%20Inbox%20features%2C%20you%20must%20turn%20on%20conversation%20history
https://workspace.google.com/terms/2015/1/hipaa_functionality/#:~:text=Gmail%2C%20Google%20Calendar%2C%20Google%20Chat%2C%20Google%20Cloud%20Search
https://knowledge.workspace.google.com/admin/compliance/hipaa-compliance-with-google-workspace-and-cloud-identity#:~:text=Third-party%20applications%20including%20add-ons%20are%20not%20included%20in%20the%20Included%20Functionality


Spruce says its inbox is shared by default with all team members, and its phone-number settings allow
individual or team ownership of incoming calls and voicemails. That default is useful for coverage but may be
broader than a practice's role design. (help.sprucehealth.com) (help.sprucehealth.com) Zoom Phone allows
forwarding voicemail notifications for shared destinations to specified email addresses and currently
documents a limit of three addresses. A clinic with more recipients should verify whether a role-based mailbox
or app queue is the intended configuration. (support.zoom.com) (support.zoom.com)

Strengths and Limitations

The inbox owner should maintain a roster of delegates, a backup person, escalation rules and a same-day
offboarding action. Automatic forwarding deserves a separate check: Microsoft documents a tenant control to
disable external forwarding through inbox rules and mailbox forwarding, and Google lets administrators turn off
user-configured forwarding, which it says is on by default. (learn.microsoft.com)
(knowledge.workspace.google.com) (knowledge.workspace.google.com) Audit logging must be tested at the
needed license level; Microsoft says mailbox auditing is on by default but notes that its MailItemsAccessed
event requires E5 licensing. (learn.microsoft.com) (learn.microsoft.com)

Mobile notification previews are part of the inbox boundary. Apple says Mail previews can contain text, and
Android allows sensitive lock-screen content to be hidden. (support.apple.com) (support.google.com) Require
multifactor authentication (MFA) for staff accounts and rehearse a lost-device response. Microsoft describes
MFA as adding a second verification method, while the U.S. Cybersecurity and Infrastructure Security Agency
recommends enabling it for each account or app. (learn.microsoft.com) (www.cisa.gov)

Feature Comparison
Table 1 inventories the copies created by each delivery pattern. The entries are questions to verify in the
selected vendor's live configuration, not statements that all vendors implement the pattern identically.

Delivery
pattern

What reaches
email

Other likely content
location to verify

Buyer test

Notification
only

Arrival alert, ideally
no patient content

Phone platform or portal Inspect subject, body and lock-screen preview; Ooma's
HIPAA mode documents omitted audio and transcript.

Audio
attachment

Playable recording Phone platform, mailbox,
archives and synced
devices

Play a sample, inspect forwarding, download and deletion;
Ooma documents MP3 delivery outside the mode.
(www.ooma.com)

Transcript
email

Searchable words
in body or file

Speech-to-text component,
mailbox and original
recording

Check accuracy, preview text and original-audio handling;
Dialpad documents individual transcription email.
(help.dialpad.com)

Secure link Notification and
access link

Provider portal or message
center

Test sign-in, recipient restriction, expired access and export;
Nextiva documents a secure-center path. (help.nextiva.com)

Shared
mailbox

Depends on
upstream pattern

Mailbox, delegated clients
and archives

List delegates, external forwards and audit events; Exchange
separates mailbox permissions. (learn.microsoft.com)
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https://help.sprucehealth.com/hc/en-us/articles/23003330430107-How-to-Navigate-the-Spruce-App-Inbox-Contacts-Search-and-Settings#:~:text=it%20is%20shared%20%28by%20default%29%20with%20all%20members%20of%20your%20team.
https://help.sprucehealth.com/hc/en-us/articles/23003326803739-How-to-Manage-Your-Spruce-Phone-Number-Settings-Routing-and-Configuration#:~:text=all%20members%20of%20that%20team%20will%20have%20access%20to%20the%20phone%20number.
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077179#:~:text=Forward%20voicemail%20to%20email%20list%3A%20Specified%20email%20addresses%20will%20receive%20a%20copy
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077179#:~:text=Currently%2C%20up%20to%203%20email%20addresses%20are%20allowed%20to%20be%20added
https://learn.microsoft.com/en-us/defender-office-365/outbound-spam-policies-external-email-forwarding#:~:text=Automatic%20external%20forwarding%20is%20disabled%20and%20results%20in%20a%20non-delivery%20report
https://knowledge.workspace.google.com/admin/gmail/let-users-automatically-forward-their-own-gmail-emails#:~:text=When%20this%20setting%20is%20off%2C%20the%20forwarding%20option%20isn%27t%20available
https://knowledge.workspace.google.com/admin/gmail/let-users-automatically-forward-their-own-gmail-emails#:~:text=It%27s%20on%20by%20default.%20When%20this%20setting%20is%20off
https://learn.microsoft.com/en-us/purview/audit-mailboxes#:~:text=Mailbox%20audit%20logging%20is%20turned%20on%20by%20default%20in%20all%20organizations
https://learn.microsoft.com/en-us/purview/audit-log-identify-mailboxes#:~:text=requires%20Microsoft%20365%20E5%20licensing%20to%20capture%20%60MailItemsAccessed%60%20operations
https://support.apple.com/guide/iphone/change-notification-settings-iph7c3d96bab/27/ios/27#:~:text=Previews%20can%20include%20things%20like%20text%20%28from%20Messages%20and%20Mail%29
https://support.google.com/android/answer/9079661?hl=en#:~:text=Turn%20Show%20sensitive%20content%20on%20or%20off
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide#:~:text=requires%20a%20second%20verification%20method%20for%20user%20sign-ins
https://www.cisa.gov/secure-our-world/turn-mfa#:~:text=Turn%20on%20MFA%20for%20each%20account%20or%20app%21
https://www.ooma.com/small-business-phone-systems/voicemail-options/#:~:text=Via%20email%20if%20voicemail%20notifications%20are%20enabled%20%E2%80%94%20audio%20files%20arrive%20as%20.mp3%20attachments.
https://help.dialpad.com/hc/en-us/articles/54851368231835-Voicemail-Transcription-FAQ#:~:text=Yes%2C%20an%20email%20is%20sent%20for%20individual%20users.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20instead%20have%20a%20link%20to%20the%20Paubox%20Secure%20Message%20Center.
https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-permissions-for-recipients#:~:text=Doesn%27t%20allow%20the%20delegate%20to%20send%20messages%20from%20the%20mailbox


The inventory shows why “voicemail to email” is not one architecture. The lowest-copy path can still expose a
caller in a subject line; the most convenient attachment path places a second durable copy under the mailbox
operator's controls. A covered practice should conduct its risk analysis against the actual route and its service
agreements.

Table 2 compares documented vendor choices as of September 2026. Prices are public list figures with
different billing bases and are not quotes for a covered practice. “BAA described” means the source states an
offering exists, not that this reader has executed a suitable agreement.

Provider Documented voicemail
path

Public price basis Agreement and configuration question

autoattenda
nt.io

Recording and transcript by
email. (autoattendant.io)

$29/month for the
company, no per-user
charge.
(autoattendant.io)

Unverified for covered-clinic patient voicemail: the cited
page does not establish a BAA or ePHI-ready mode.
Keep this plan off a covered-clinic shortlist until the
vendor confirms a suitable BAA and the exact voicemail-
to-email workflow in writing.

Ooma Office HIPAA mode removes audio
and transcript from emails.
(www.ooma.com)

Pro
$24.95/user/month;
transcription is listed in
Pro and Pro Plus.
(www.ooma.com)
(www.ooma.com)

Confirm activation and accepted HIPAA terms for the
account. (www.ooma.com)

Nextiva HIPAA account has
encrypted-email WAV or
secure-center link paths.
(help.nextiva.com)
(help.nextiva.com)

Core from
$15/user/month on
annual billing.
(www.nextiva.com)

Confirm which paid plan and recipient mail setup get the
documented HIPAA path. (www.nextiva.com)

Spruce Voicemail and enabled
transcript stored in its app,
with generic reminders.
(help.sprucehealth.com)
(help.sprucehealth.com)

Basic $24/user/month.
(sprucehealth.com)

Vendor says paid plans include a BAA; confirm phone,
transcription and integrations in the chosen plan.
(sprucehealth.com)

Dialpad Individual transcription email;
shared-line voicemail in app.
(help.dialpad.com)
(help.dialpad.com)

Obtain a plan quote for
the intended workflow.

Online BAA signing is documented for paid accounts;
check email and optional backup scope.
(help.dialpad.com) (help.dialpad.com)

The table is deliberately specific about the known and unknown. A low monthly phone price cannot price the
staff time of triage or establish contractual coverage. A health-oriented app can simplify one boundary while
introducing its own permissions and export choices. The buyer should request a demonstration of the exact
plan, settings and recipient address rather than infer the implementation from a feature name.
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https://autoattendant.io/faq/#:~:text=The%20call%20takes%20a%20voicemail%2C%20and%20the%20recording%20plus%20a%20written%20transcript%20arrive%20by%20email.
https://autoattendant.io/#:~:text=%2429%20a%20month%2C%20flat%2C%20for%20the%20whole%20company.
https://www.ooma.com/small-business-phone-systems/features-support/hipaa-support-on-ooma-office/#:~:text=Voicemail%20email%20notifications%20will%20no%20longer%20include%20transcriptions%20or%20audio%20attachments
https://www.ooma.com/small-business-phone-systems/faqs/how-much-does-ooma-office-cost/#:~:text=Ooma%20Office%20Pro%20is%20%2424.95%20per%20user%2C%20per%20month.
https://www.ooma.com/small-business-phone-systems/voicemail-options/#:~:text=In%20Office%20Pro%20and%20Pro%20Plus%20plans%2C%20voicemail%20can%20also%20be%20transcribed
https://www.ooma.com/small-business-phone-systems/features-support/hipaa-support-on-ooma-office/#:~:text=Read%20through%20the%20HIPAA%20terms%20and%20conditions%20and%20select%20Accept%20Terms.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20come%20as%20a%20standard%20email%20with%20an%20attached%20.wav%20file.
https://help.nextiva.com/article/voicemail-to-email-np3#:~:text=the%20email%20will%20instead%20have%20a%20link%20to%20the%20Paubox%20Secure%20Message%20Center.
https://www.nextiva.com/blog/how-much-does-nextiva-cost.html#:~:text=the%20Core%20plan%20starts%20at%20%2415%20per%20user%20per%20month
https://www.nextiva.com/why-nextiva/network#:~:text=HIPAA-compliant%20plans%20with%20signed%20BAAs%20for%20healthcare%20organizations.
https://help.sprucehealth.com/hc/en-us/articles/23003326803739-How-to-Manage-Your-Spruce-Phone-Number-Settings-Routing-and-Configuration#:~:text=are%20securely%20stored%20in%20Spruce%2C%20not%20on%20your%20personal%20cell%20phone%20or%20desk%20phone.
https://help.sprucehealth.com/hc/en-us/articles/37894879923355-Spruce-Activity-Reminders#:~:text=They%20are%20intentionally%20generic%20to%20protect%20patient%20privacy%20and%20avoid%20sharing%20any%20Protected%20Health%20Information
https://sprucehealth.com/#:~:text=Basic%20%28%2424%2Fuser%2Fmonth%29%20and%20Communicator%20%28%2449%2Fuser%2Fmonth%29.
https://sprucehealth.com/plans#:~:text=All%20Spruce%20trials%20and%20paid%20plans%20automatically%20include%20a%20BAA
https://help.dialpad.com/hc/en-us/articles/54851368231835-Voicemail-Transcription-FAQ#:~:text=Yes%2C%20an%20email%20is%20sent%20for%20individual%20users.
https://help.dialpad.com/hc/en-us/articles/54851368231835-Voicemail-Transcription-FAQ#:~:text=These%20can%20be%20accessed%20directly%20under%20the%20Voicemails%20tab.
https://help.dialpad.com/hc/en-us/articles/53072884560283-Sign-a-Business-Associate-Agreement-BAA#:~:text=Online%20BAA%20signing%20is%20available%20on%20all%20paid%20Dialpad%20accounts
https://help.dialpad.com/hc/en-us/articles/55062262580379-Manage-Your-Voicemail#:~:text=Check%20the%20box%20beside%20Save%20voicemails%20to%20Google%20Drive


Performance and Benchmarks
No comparable, independent public benchmark was found in the fetched primary sources for medical
voicemail transcription accuracy, time to staff response, portal availability, or the security outcome of
attachment versus link delivery. The report therefore uses measurable configuration and price disclosures, not
invented performance rankings. A pilot can generate local evidence: record the time from caller hang-up to
notification, from notification to assignment, and from assignment to documented callback. Capture
transcription errors in names, medication terms and callback numbers, then decide whether staff must listen to
original audio before acting.

A covered clinic should also test this scenario (Hypothetical Example): the receptionist is absent, the backup
worker receives an alert on a locked phone, and an urgent patient message needs routing. Measure whether
the backup can identify the queue without seeing protected content in the preview, authenticate, access the
right voicemail and document the handoff. The same exercise can show whether an attachment is retained in a
personal inbox or whether a portal link remains accessible after a worker's access is removed. HHS requires
procedures to review access records and respond to suspected or known security incidents. (www.hhs.gov)

A transcript should be assessed for triage utility, not treated as a diagnostic instrument. A portal should be
assessed for access speed as well as login controls. A shared inbox should be assessed for unassigned work
and accountability, not only whether several people can open it. Document the test date, account configuration
and observed failures, then repeat after a setting or plan change. The evaluation worksheet should separate
delivery latency from staff response time: a fast email cannot compensate for a queue no one owns. Keep the
same sample messages and scoring method when comparing providers, so changes in results reflect the
configuration rather than different callers. HHS states that there is no single required risk-analysis method and
that the method should fit the organization. (www.hhs.gov)

Data Analysis and Evidence
Public list prices illustrate the purchasing trade-off, with important limits. At the September 2026 check,
autoattendant.io displayed $29 per month per company and no per-user seats; Ooma displayed $19.95
Essentials, $24.95 Pro and $29.95 Pro Plus per user monthly; Spruce displayed $24 Basic and $49
Communicator per user monthly; Nextiva stated $15 Core, $25 Engage and $75 Scale per user monthly
when billed annually. (autoattendant.io) (www.ooma.com) (www.ooma.com) (www.ooma.com)
(sprucehealth.com) (www.nextiva.com) (www.nextiva.com) (www.nextiva.com) These are different bundles.
Nextiva says its advertised price assumes annual billing with a twelve-month contract. Spruce says applicable
taxes and fees can appear on the invoice. (www.nextiva.com) (sprucehealth.com)

For an illustrative ten-person team (Hypothetical Example), multiplication of the published unit prices yields
$29 monthly for autoattendant.io's company plan, $249.50 monthly for ten Ooma Pro users, $240 monthly
for ten Spruce Basic users, and $150 monthly for ten Nextiva Core users on annual billing, before applicable
taxes, fees and extra services. (autoattendant.io) (sprucehealth.com) This arithmetic is not a like-for-like
clinical workflow comparison. In particular, the $29 autoattendant.io example is unverified for covered-clinic
patient voicemail and should stay off a covered-clinic shortlist until the vendor confirms a suitable BAA and the
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https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html#:~:text=identify%20and%20respond%20to%20suspected%20or%20known%20security%20incidents
https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html#:~:text=there%20is%20no%20single%20method%20or%20%E2%80%9Cbest%20practice%E2%80%9D
https://autoattendant.io/#:~:text=%2429%20a%20month%2C%20flat%2C%20for%20the%20whole%20company.
https://www.ooma.com/small-business-phone-systems/faqs/how-much-does-ooma-office-cost/#:~:text=Ooma%20Office%20Essentials%20is%20%2419.95%20per%20user%2C%20per%20month.
https://www.ooma.com/small-business-phone-systems/faqs/how-much-does-ooma-office-cost/#:~:text=Ooma%20Office%20Pro%20is%20%2424.95%20per%20user%2C%20per%20month.
https://www.ooma.com/small-business-phone-systems/faqs/how-much-does-ooma-office-cost/#:~:text=Ooma%20Office%20Pro%20Plus%20is%20%2429.95%20per%20user%2C%20per%20month.
https://sprucehealth.com/#:~:text=Basic%20%28%2424%2Fuser%2Fmonth%29%20and%20Communicator%20%28%2449%2Fuser%2Fmonth%29.
https://www.nextiva.com/blog/how-much-does-nextiva-cost.html#:~:text=the%20Core%20plan%20starts%20at%20%2415%20per%20user%20per%20month
https://www.nextiva.com/blog/how-much-does-nextiva-cost.html#:~:text=Engage%20plan%2C%20starting%20at%20%2425%20per%20user%20per%20month
https://www.nextiva.com/blog/how-much-does-nextiva-cost.html#:~:text=Scale%20plan%20at%20%2475%20per%20user%20per%20month
https://www.nextiva.com/blog/how-much-does-nextiva-cost.html#:~:text=Advertised%20prices%20are%20based%20on%20annual%20billing%20with%20a%2012-month%20contract.
https://sprucehealth.com/plans#:~:text=monthly%20invoice%20will%20include%20applicable%20sales%20and%20telecommunication%20taxes
https://autoattendant.io/#:~:text=%2429%20a%20month%2C%20flat%2C%20for%20the%20whole%20company.
https://sprucehealth.com/#:~:text=Basic%20%28%2424%2Fuser%2Fmonth%29%20and%20Communicator%20%28%2449%2Fuser%2Fmonth%29.


exact workflow in writing. The calculation excludes the cost of a compliant email tenant, any plan-specific
HIPAA support, implementation, staff time and legal review. It also says nothing about whether a vendor will
contract for the particular ePHI path.

The cost of copies cannot be inferred from a subscription line. Suppose a message sends an audio file to
three staff mailboxes and one archive (Hypothetical Example). The practice now has at least four downstream
storage destinations to map, in addition to the phone system. A secure link might remove those audio copies
from email, while a transcript in a subject or body creates searchable text in each mailbox. This is a risk-
inventory calculation, not a breach probability or a vendor performance result. HHS directs covered entities to
include all electronic media and locations in the analysis. (www.hhs.gov)

Table 3 is a vendor-question checklist to send with a diagram of the intended route. Each answer should name
the actual plan and setting, identify the contracting entity, and say whether the answer changes for
transcription or a shared destination.

Question area What to request in writing Evidence to inspect

Contract scope BAA for phone service, transcription, cloud storage
and relevant subcontractors.

Executed terms and included services; HHS's sample
provisions address subcontractors.

Delivery Whether email holds audio, text, only an alert, or a
login link.

Test email, headers, subject, attachment and recipient
behavior; Zoom documents separate inclusion settings.
(support.zoom.com)

Storage and
deletion

Primary, backup, export and termination handling
for audio and transcript.

Retention setting and written return/deletion process; HHS
discusses return or destruction at termination.

Access Named roles, shared inbox delegates, MFA and
offboarding.

Demonstrate account removal and portal link behavior;
Exchange supports removal of Full Access.
(learn.microsoft.com)

Audit and
response

Which plays, downloads, forwards, deletes and
configuration changes are logged, and how
incidents are reported.

Sample events, license requirements and escalation
contact; HHS calls for audit controls and incident response.
(www.hhs.gov)

The checklist should be treated as a request for evidence, not a form letter that makes a system compliant.
HHS says its Office for Civil Rights does not certify specific technology. Microsoft likewise warns that a BAA by
itself does not make a cloud solution compliant. (www.hhs.gov) (learn.microsoft.com)

Implications and Future Directions
For an ordinary service business outside HIPAA, emailed recording and transcript may be a sensible
convenience if access, retention and customer expectations are addressed. For a covered clinic, the same
path should be selected only after the specific providers, mail tenant, transcription service and subcontractors
are mapped and supported by suitable agreements and safeguards. HHS identifies a cloud provider that
creates, receives, maintains or transmits ePHI for a covered entity as a business associate; the conduit
exception is narrow and concerns transmission-only services with incidental temporary storage. (www.hhs.gov)
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https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html#:~:text=regardless%20of%20the%20particular%20electronic%20medium%20in%20which%20it%20is
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077179#:~:text=Include%20voicemail%2Fvideomail%20file%3A%20Videomail%20over%2010%20MB%20will%20be%20attached%20as%20audio.
https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-permissions-for-recipients#:~:text=To%20verify%20that%20you%27ve%20successfully%20assigned%20or%20removed%20the%20Full%20Access%20permission
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html#:~:text=mechanisms%20to%20record%20and%20examine%20activity%20in%20information%20systems
https://www.hhs.gov/hipaa/for-professionals/special-topics/health-information-technology/cloud-computing/index.html#:~:text=OCR%20does%20not%20endorse%2C%20certify%2C%20or%20recommend%20specific%20technology
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-hipaa-us#:~:text=doesn%27t%20automatically%20impart%20compliance%20onto%20your%20cloud%20solutions
https://www.hhs.gov/hipaa/for-professionals/special-topics/health-information-technology/cloud-computing/index.html#:~:text=the%20conduit%20exception%20is%20limited%20to%20transmission-only%20services%20for%20PHI


A purpose-built health workflow provider becomes attractive when the practice needs patient conversations,
staff assignment, voicemail and follow-up to remain in one permissioned environment. Spruce, for example,
describes voicemail retained in its app and a BAA included in its paid plans. (help.sprucehealth.com)
(sprucehealth.com) That documentation does not excuse the practice from verifying the exact plan, default
team visibility, export behavior and its own risk analysis. A general business phone service can be enough for
a noncovered use case; when it cannot substantiate the covered workflow, the practice should choose a
provider that can.

The implementation sequence is concrete:

Classify the organization. Record why it is or is not a HIPAA covered entity, considering qualifying
electronic transactions.
Map each copy. Include phone recording, transcription, email, portal, mobile, backup and clinical
record.
Choose email content. Prefer a content-free alert if inbox distribution is unnecessary; test the actual
message and previews. (support.apple.com)
Confirm contracts. Request the executed BAA and the exact included product, subcontractor and mail
services. (knowledge.workspace.google.com)
Assign the inbox. Use named delegates, MFA, disabled unnecessary forwarding, audit review and a
staff departure procedure. (learn.microsoft.com) (www.cisa.gov) (learn.microsoft.com)
Set caller-facing coverage. Put monitored hours, the backup coverage route and emergency directions
in the voicemail greeting. Tell callers who need an immediate clinical response to call 911 or their local
emergency number rather than wait for a voicemail callback.
Pilot and review. Test urgent routing, lost-device response, transcript errors, retention and deletion
before expansion.

These decisions can be revisited when a plan, staff roster, transcription setting or mail integration changes.
HHS's risk-analysis guidance treats the data's location and environment as part of the assessment, so a
vendor upgrade that adds a new storage or transcription service warrants another look.

Frequently Asked Questions (FAQs)

Is voicemail to email HIPAA compliant for a medical office?

There is no single yes-or-no answer for a product category. First establish whether the practice is a covered
entity; HHS says email use alone does not decide that. For a covered office, assess whether the voicemail
contains ePHI and which vendors create, receive, maintain or transmit it, then obtain the relevant BAA and
apply documented safeguards. HHS does not categorically prohibit ePHI in email, but requires the
organization to assess the transmission and choose appropriate protection. (www.hhs.gov)

Can a patient voicemail be transcribed to staff email?

Technically, several products document that path, including autoattendant.io and Dialpad. (autoattendant.io)
(help.dialpad.com) A covered practice should decide whether the full transcript belongs in email, whether the
transcription component and mailbox are in scope of its agreements, and whether staff can verify critical
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https://help.sprucehealth.com/hc/en-us/articles/23003326803739-How-to-Manage-Your-Spruce-Phone-Number-Settings-Routing-and-Configuration#:~:text=are%20securely%20stored%20in%20Spruce%2C%20not%20on%20your%20personal%20cell%20phone%20or%20desk%20phone.
https://sprucehealth.com/plans#:~:text=All%20Spruce%20trials%20and%20paid%20plans%20automatically%20include%20a%20BAA
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content against audio. A content-free notification or portal may fit better when the practice wants fewer mailbox
copies.

Should the practice use a shared mailbox or individual addresses?

A role-based shared destination can simplify triage and offboarding if it uses individual delegates, a named
owner and appropriate audit settings. Exchange separates reading permission from sending permission;
Google Groups offers conversation assignment but requires history for its Collaborative Inbox.
(learn.microsoft.com) (support.google.com) (support.google.com) Sending attachments to several personal
inboxes expands the copy inventory and makes removal harder.

Does a BAA make the voicemail path safe automatically?

No. The agreement's services, plan and subcontractors must match the actual route, and the clinic still
chooses access, email content, forwarding, preview, retention and incident procedures. Microsoft's compliance
documentation explicitly says a BAA does not automatically impart compliance to the customer's cloud
solution. (learn.microsoft.com) HHS also directs covered entities to understand their cloud environment and
conduct their own risk analysis.

Conclusion
The purchase decision is best made component by component. Establish HIPAA status, draw the path from
caller to recording, transcript, message, recipient, device and backup, and decide deliberately what reaches
email. A notification-only alert and a secure portal can reduce content in mailboxes; an audio attachment or
transcript may ease triage while expanding the systems that hold patient information. The useful vendor
comparison is the one that names the exact plan, setting, recipient behavior, agreement and storage location.

A covered clinic should obtain written evidence for its chosen workflow, configure named access and audit
procedures, and test what staff actually see on a locked phone and after a role change. A practice whose
selected general phone provider cannot substantiate the ePHI path should evaluate a provider designed for
covered health workflows. The aim is a reliable callback process with a data route the practice can explain and
operate, rather than a generic claim that voicemail to email is either always allowed or always forbidden. The
final decision should name an inbox owner and a backup, identify where each copy lives, and set a review
point for changes in staffing or vendor settings. That makes the daily workflow as reviewable as the purchasing
decision.
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About Auto Attendant
Auto Attendant gives a small business one phone number and a recorded menu that sends each caller to the
right person. The call rings the mobile that person already carries, using their normal dialler and their normal
mobile plan. Pricing is a single flat monthly fee for the whole company rather than a charge for each user, and
there is no app, desk phone or hardware to install.

One number, one menu, the phones you already own

A caller dials the business number, hears a short greeting and chooses an option. Each option can ring one
mobile, ring several at once so whoever is free answers first, or try people one after another in a set order.
There is no limit on how many people sit on the receiving end, because nobody is billed per seat. Setup is
done by the owner in a few minutes: pick a number, write the greeting, and point each option at a mobile.

What it deliberately is not

An auto attendant routes a call; it does not answer one. Nobody at Auto Attendant speaks to callers, and no AI
stands in for a receptionist. A business that wants its calls handled, messages taken and appointments booked
wants an answering service, which is a different product at a different price. A business that needs call
recording, queues, agent dashboards or CRM integration wants a contact centre platform. Auto Attendant is for
the case where the call should simply reach the right pocket.

Keeping personal numbers off the internet

The business number is the only number a caller ever sees. Personal mobile numbers are never displayed
and never given out, which is what lets an owner put a number on a website, an invoice, a van or a Google
Business Profile without handing a personal line to everyone who finds it. An existing advertised number can
be ported across and kept, and the old line keeps working while the port is in progress.

Work with Auto Attendant

Visit Auto Attendant to see how it works, how it compares to a personal mobile, Google Voice and a full phone
platform, and the current pricing.

Telephone number portability, emergency calling and caller-ID rules differ by country and change over time.
Articles published here describe general practice and cite primary regulator and carrier sources; they are not a
guarantee of any timeline, and they are not legal or regulatory advice for a specific business.

Website: https://autoattendant.io

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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